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Why so vulnerable?



Programmers screw up!



vulnerability = mistake



no mistake = no vulnerability



Example: Buffer overflow
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How?



Math.
Lots of



Math.
Lots of



a2 + b2 = c2

a

b

c



⇤� ⇥ {�0 | I(program) �⇤ �0} : � ⇥ WF



How?





.class MyActivity

 .method public MyActivity
    invokedynamic activateMic
 .end method

.end class

�



�



Vulnerability!

�



�.class MyActivity

 .method public MyActivity
    invokedynamic activateMic
 .end method

.end class

pc, ⇢̂, �̂, ̂
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F = ma



hnop :: ~stmt , fp,�,i 7�! h ~stmt , fp,�,i
hmove-object(rd, rs) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[(rd, fp) 7! �(rs, fp)],i

hreturn-void :: ~stmt
0
, fp0

,�, fnk( ~stmt , fp,)i 7�! h ~stmt , fp,�,i
hreturn-object(r) :: ~stmt

0
, fp0

,�, fnk( ~stmt , fp,)i 7�! h ~stmt , fp,�[(ret, fp) 7! �(n, fp0)],i
hconst(r, c) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[(r, fp) 7! c],i
hthrow`(r) :: ~stmt , fp,�,i 7�! hS(`0), fp0

,�[(exn, fp0) 7! �(r, fp)],0i
where (`0, fp0

,

0) = H(`, fp,)

hgoto(`) :: ~stmt , fp,�,i 7�! hS(`), fp,�,i
hnew-instance(r, ⌧) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[(r, fp) 7! o],i

where o = new(&)

hif-eq(r, r0, `) :: ~stmt , fp,�,i 7�! hS(`), fp,�,i if �(r, fp) = �(r0, fp)

hif-eq(r, r0, `) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�,i if �(r, fp) 6= �(r0, fp)

higet(rd, rs,field) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[(rd, fp) 7! �(a)],i
where �(rs, fp) = o and o.field = a

hiput(rv, rs,field) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[a 7! �(rv, fp)],i
where �(rs, fp) = o and o.field = a

hinvoke-direct(r0, . . . , rn, id) :: ~stmt , fp,�,i 7�! hM(id), fp0
,�

0
, fnk( ~stmt , fp,)i

where �

0 = �[(0, fp0) 7! �(r0, fp), . . . , (n, fp
0) 7! �(rn, fp)]

fp0 = alloc(&)

hinvoke-virtual(r0, . . . , rn, id) :: ~stmt , fp,�,i 7�! hV(id ,�(r0, fp)), fp0
,�

0
, fnk( ~stmt , fp,)i

where �

0 = �[(0, fp0) 7! �(r0, fp), . . . , (n, fp
0) 7! �(rn, fp)]

fp0 = alloc(&)

hunop(rd, rs) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[(rd, fp) 7! v],i
where v = �(unop,�(rs, fp))

hbinop(rd, r1, r2) :: ~stmt , fp,�,i 7�! h ~stmt , fp,�[(rd, fp) 7! v],i
where v = �(binop,�(r1, fp),�(r2, fp))

Figure 1: Dalvik semantics
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hnop :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂, ̂, t̂i
hmove-object(rd, rs) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂ t [(rd, f̂p) 7! �̂(rs, f̂p)], ̂, t̂i

hreturn-void :: ~stmt
0
, f̂p

0
, �̂, fnk( ~stmt , f̂p, â)i 7�! h ~stmt , f̂p, �̂, ̂i if ̂ 2 �̂(â)

hreturn-object(r) :: ~stmt
0
, f̂p

0
, �̂, fnk( ~stmt , f̂p, â)i 7�! h ~stmt , f̂p, �̂ t [(ret, f̂p) 7! �̂(n, f̂p

0
)], ̂i if ̂ 2 �̂(â)

hconst(r, c) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂ t [(r, f̂p) 7! c], ̂, t̂i
hthrow`(r) :: ~stmt , f̂p, �̂, ̂i 7�! hS(`0), fp0

, �̂ t [(exn, f̂p
0
) 7! �̂(r, f̂p)], ̂0i

where (`0, f̂p
0
, ̂

0) 2 bH�̂(`, f̂p, ̂)

hgoto(`) :: ~stmt
0
, f̂p, �̂, ̂, t̂i 7�! hS(`), f̂p, �̂, ̂, t̂i

hnew-instance(r, ⌧) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂ t [(r, f̂p) 7! o], ̂, t̂i
where o = dnew(&)

hif-eq(r, r0, `) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! hS(`), f̂p, �̂, ̂, t̂i
if 9v1 2 �̂(r, f̂p), 9v2 2 �̂(r0, f̂p).v1 = v2

hif-eq(r, r0, `) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂, ̂, t̂i
if 9v1 2 �̂(r, f̂p), 9v2 2 �̂(r0, f̂p).v1 6= v2

higet(rd, rs,field) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂ t [(rd, f̂p) 7! �̂(a)], ̂, t̂i
where �̂(rs, fp) 3 o and o.field = a

hiput(rv, rs,field) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! h ~stmt , f̂p, �̂ t [a 7! �̂(rv, f̂p)], ̂, t̂i
where �̂(rs, f̂p) 3 o and o.field = a

hinvoke-direct(r0, . . . , rn, id) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! hM(id), f̂p
0
, �̂

00
, fnk( ~stmt , f̂p, â), t̂

0i
where �̂

00 = �̂

0 t [(0, f̂p
0
) 7! �(r0, f̂p), . . . , (n, f̂p

0
) 7! �(rn, f̂p)]

�̂

0 = �̂ t [â 7! ̂]

f̂p
0
= [alloc(&̂)

â = \allock(&̂)

t̂

0 = dtick(t̂)

hinvoke-virtual(r0, . . . , rn, id) :: ~stmt , f̂p, �̂, ̂, t̂i 7�! hV(id , v), f̂p0
, �̂

00
, fnk( ~stmt , f̂p, ̂), t̂0i if v 2 �̂(r0, f̂p)

where �̂

00 = �̂

0 t [(0, fp0) 7! �̂(r0, f̂p), . . . , (n, f̂p
0
) 7! �(rn, f̂p)]

�̂

0 = �̂ t [â 7! ̂]

f̂p
0
= [alloc(&̂)

â = \allock(&̂)

t̂

0 = dtick(t̂)

hunop(rd, rs) :: ~stmt , f̂p, �̂, ̂i 7�! h ~stmt , f̂p, �̂ t [(rd, f̂p) 7! v], ̂i
where v 2 �̂(unop,�(rs, fp))

hbinop(rd, r1, r2) :: ~stmt , fp,�,i 7�! h ~stmt , f̂p, �̂ t [(rd, f̂p) 7! v], ̂i
where v 2 �̂(binop, �̂(r1, f̂p), �̂(r2, f̂p))

Figure 2: Dalvik abstract semantics
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