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Schnucks breach will likely cost millions
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HOW A PAYMENT GOES THROUGH THE SYSTEM

Information that moves through the payment system is encrypted for most of its travels, but at some points is decrypted so different parties can accept
the data. That, experts say, is where data are vulnerable. Information is also at risk if stored without being encrypted or obfuscated.

1 The consumer 2 The information is sent to an 3 The acquirer/processor 4 The issuing bank/processor verifies that the card is
selects a card for acquirer/payment processor, sends the data to the payment legitimate, not reported lost or stolen, and that the
payment. The whose job it is to route the data brand (e.g. Visa, MasterCard, account has the appropriate amount of credit/funds
cardholder through the payments system American Express, etc.) which available to pay for the transaction,

information for processing. With forwards the information to

entered into the e-commerce transactions, a the issuing bank/processor.

merchant’s “gateway” provider may provide e o BANK
payment system, the link from the merchant’s

which could be the website to the acquirer. ~1
point-of-sale (POS) e

terminal/software ee” e

or an e-commerce

website.

0 5 50, the ssuer
generates an
authorization

0 ”‘“ﬂhﬂt-u‘m— e number and routes
¢ 6 The card brand this number back to
o P forwards the the card brand. With
o e authorization code  the authorization,
I 7 e acquirer/ back to the the issuing bank
processor sends the acquirer/processor. agrees to fund the
8 The merchant concludes authorization code purchase on the

the sale with the customer. back to the merchant. consumer’s behal.
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South Carolina breach exposes 3.6M SSNs

Another 387,000 credit and debit cards also exposed in Department of
Revenue intrusion, but most were encrypted

By Jaikumar Vijayan
October 26, 2012 07:41 PMET CJ 7 Comments

[Qshare| 11 EJ 2+ Y & KHuike 24 More|

Computerworld - In the biggest data compromise of the year, Social
Security Numbers (SSN) belonging to about 3.6 million residents in South
Carolina have been exposed in an intrusion into a computer at the state's
Department of Revenue.

Another 387,000 credit and debit card numbers were also exposed in the
September attack, the state Department of Revenue said in a statement
Friday. However, out of that number only about 16,000 of the credit and
debit cards were unencrypted, the department added. The SSNs,
meanwhile, do not appear to have been encrypted.
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Hackers in China Attacked
The Times for Last 4 Months

Computer Assaults Tied 10 Reporting on Premier
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| _secured by RSA



Hacktivism


















THEXPLOIT | SECURITY BLOG

Just Arrived: Malware Analyst’s Cookbook
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File

______(untitled)-wireshark " S

Edit View Go Capture Analyze Statistics Help

BliscGieeal oA xfE Qapo9zT Y EBE QAQAQAF N

@Eilten v | 4¢ Expression... B Clear| ¢ Apply
No. - Time Source Destination ’rotocol | Info Eﬂ
| 504 152.15829! 192.168.12.21 66.187.224.210 DNS Standard query A www.redhat.com
I 505 152.24944 66.187.224.210 192.168.12.21 DNS Standard query response A 209.132.177.50
506 152.25091: 192.168.12.21 209.132.177.50 48890 > http [SYN] Seq=0 Len=0 MSS=1460 TSV=1535
507 152.31125! 209.132.177.50 192.168 n > 48890 [SYN, ACK] Seg=0 Ack=1 Win=5792 Len
508 152.311321 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seg=1 Ack=1 Win=5840 Len=0 TS __
509 152.31154 192.168.12.21 209.132.177.50 HTTP GET / HTTP/1.1
510 152.38737. 209.132.177.50 192.168.12.21 TCP http > 48890 [ACK] Seg=1 Ack=498 Win=6864 Len=0 '
511 152.40516' 209.132.177.50 192.168.12.21 TCP [TCP segment of a reassembled PDU]
512 152.40520! 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seq=498 Ack=1369 Win=8576 Len
513 152.41351 209.132.177.50 192.168.12.21 TCP [TCP segment of a reassembled PDU]
514 152.41356. 192.168.12.21 209.132.177.50 TCP 48890 > http [ACK] Seq=498 Ack=2737 Win=11312 Le
515 152.45058: 192.168.12.21 209.132.177.50 TCP 48891 > http [SYN] Seq=0 Len=0 MSS=1460 TSV=1535
516 152.47685 209.132.177.50 192.168.12.21 TCP [TCP segment of a reassembled PDU] |
517 152.47690: 192.168.12.21 209.132.177.50 TCP 48890 > httn [ACK] Sea=498 Ack=4105 Win=14048 Te ¥

b Frame 507 (74 bytes on wire, 74 bytes captured)

P Ethernet II, Src: Amit_04:ae:54 (00:50:18:04:ae:54), Dst: Intel_e3:01:f5 (00:0c:fl:e3:01:f5)
P Internet Protocol, Src: 209.132.177.50 (209.132.177.50), Dst: 192.168.12.21 (192.168.12.21)
¥ Transmission Control Protocol, Src Port: http (80), Dst Port: 48890 (48890), Seq: O, Ack: 1, Len: 0

b

b
b

Source port: http (80)
Destination port: 48890 (48890)

Sequence number: 0 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 40 bytes

Flags: 0x12 (SYN, ACK)

Window size: 5792

Checksum: 0x99db [correct]

Options: (20 bytes)

[SEQ/ACK analysis)

0000
0010
0020
0030
0040

00 Oc f1 e3 01 £5 00 50 18 04 ae 54 08 00 45 00 ....... P iwilvaba
00 3c 00 00 40 00 35 06 f6 47 dl 84 bl 32 c0 a8 .<..@.5. .G...2..
0c 15 )L be fa b5 36 ce 18 e0 bb b5 58 a0 12 ..JB...6 ..... Xets
16 a0 99 db 00 00 02 04 05 64 04 02 08 0a 10 1d  ........ . . (R
ee de 5b 81 15 29 01 03 03 02 A 9, A

|| 2

L¢!

Source Port (tcp.srcport), 2 P: 1096 D: 1096 M: 0 Drops: 0
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L HONG Mozilla Firefox =
| (Untitled) “‘

Gooale 24 |

X Firesheep [
4 Search
( Stop Capturing ) facebOOk
eric+google@codebutler.com ‘ |
*§ Google lan Gallagher [] News Feed
™ |an Gallagher Edit My Profile
‘ Facebook , .
: Ceoo What's on your mind?
? -] News Feed |
Twitter
! cdine (57 Messages Ashley Winter:
4w Flickr [5T] Events 1 realized i really
40 Friends . for some fake r
indeed.
Create Group...




& Project - detault v > Account - Jon Doe Y & Administration .

me §ploit‘

commun

7 Community

& Overviow 2 Analysis :mo <4 Campaigns - Web Apps & Modules © Tags 7 Reports i Tasks
Home detauk MHosts
eGowMost U1 Detete Y S O import (0 Nexpose ouaam £} Bruteforce om ) New Most “ -
 Hosts | o) Nows | ' Senvices || @ Vuinerabiives || 3B Captured Evidence
P Address Name OS Name Versecn Purpose Services Vuins Notes Updated v Status
192 168023 metaspiotatle () Unuax (Ubunte) server 14 1 9 about 1 hour ago
Showing 1t 1 of 1 entries Fist  Previows (1) Next  Last
Metaspioit Community 4.0.0 - Updale 20111009000000 2010-2011 Rapid? LLC, Boston, MA **RAPID7




Why so vulnerable!?



Programmers screw up!



vulnerability = mistake



no mistake = no vulnerability



Example: Buffer overflow



John Day
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Exploit creation

Discovery Patch release =3 Patched

Private
disclosure






Discovery Patch release =3 Patched

Public
disclosure

=3 Exploit creation






Discovery === Exploit creation == Attack
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Vulnerability!

/

o™= - %

'f

I

!| l‘ \

| . 1

| ?‘ % > —r |
“6 | \ | Y %n
' 1

[ |l










el

\

| \'

I | %
I | |
| | |







GPS O O Disk
pisk (D) Net

Contacts O O RPC



O
photo.jpg O-—')O Net
pw.db O















(nop :: stmt, fp, o, K

(move-object(ry,rs) :

(return-object(r) : 3t7nt’,fp/, o, fnk(stmt, fp, k)

)

)

(return-void : st?nt/,fp', o, fnk(stmt, fp, k)
)

(const(r,c) : )

)

(throw'(r) ::

(goto(¥) :

(new-instance(r,7) :
(if-eq(r,r',f) :
(if-eq(r,r’,f) :

(iget(rq,rs, field) :

(iput(ry, s, field) :

(invoke-direct(rg,..., n,id) :
(invoke-virtual(rg,...,rn,id) :

(unop(rg,rs) ::

(binop(rq,r1,m2)

. stmt, fp, o, K

(stmt, fp, 0, K)

<St7n,t,fp, ol(rq, fp) — o(rs, fp)], k)
(stmt, fp, 0, K)
{
{

stmt, fp, o[(ret, fp) = o(n, fp')], &)
stmt, fp, o[(r, fp) = d], K)
(S, fo',o((exn, fp') = o(r, fp)], k')
where (¢, fp', k') = H(L, fp, k)
stmt, fp, o, k) — (S(0), fp, o, K)
stmt, fp, o, k) — (stmt, fp, o[(r, fp) — o], K)
where 0 = new(s)
stmt, fp, o, k) — (S(0), fp, o, k) if o(r, fp) = o (1, fp)
stmt, fp, o, k) — (stmt, fp, o, k) if o(r, fp) # o (1, fp)
stmt, fp, o, k) — (stmt, fp, o[(rq, fp) — o(a)], k)
where o (rs, fp) = o and o.field = a
stmt, fp, o, k) — (stmt, fp, ola — o (ry, fp)], K)
where o (7, fp) = o and o.field = a
stmt, fp, o, k) — (M(id), fp’, o', fnk(stmt, fp, K))
where o' = o((0, fp') = a(ro, fp), ..., (n, fp") = o (10, fp)]
fr' = alloc(c)
stmt, fp, o, k) — (V(id, o (ro, fp)), fv’, o, fuk(stmt, fp, k))
where o’ = o[(0, fp) = a(ro, fp), - -, (n, fp) = o (ry, fp)]
fo' = alloc(s)
stmt, fp, o, k) — (stmt, fp, o[(rq, fp) — v], K)
where v = §(unop, o(rs, fp))
stmt, fp, o, k) — (stmt, fp, o[(rq, fp) — v], K)
where v = §(binop,o(r1, fp),o(rs, fp))



A

stmt, fp, &, i, 1)
stmt, fp,6 U [(ra, fp) = 6(rs, fp)], &, )

(nop :: stmt, fp, &, {

( [

(stmt, fp, 6, k) if v € 6(ay)
( [

( [

(move-object (rq,rs) :: stmt fp, 6. &,

kit
(return-void : stmt’ f}) , &, fuk(stmt, fp, )
)

Q>

(return-object(r) = stmt’ fp &, fok(stmt, p, stﬁzt,f}),

Q>

(const(r,c) :: stmt fp. 6, R, stmt, fp,

i, t) —

) —>

) —>

) —>

t) —s

Y > (S, fp 6 U [(exn, fp) = 6(r, fp)], &)
where (é',f})/, r') € ﬁ&(ﬁ,fzn, )

(goto(l) :: stmt', fp. &, 1) — (S(0), fp. . &, )
(new-instance(r,7) :: stmt fp, 6, R ) — <st7_”ht,f}9,& L [(r,f})) — 0], R, t)

(throw'(r) :: stmt, fp, &

where 0 = new(s)
(if-eq(r,r',0) = stmt, fp, &, &, t) — (S(0), fp, 6, i, 1)
if Jvy € 6(r, fp), Jva € 6(r', fp).v1 = vo
(if-eq(r,r’,0) :: stmt, fp, &, &, t) —> (stmt, fp, &, i, 1)
if Jvy € 6(r, fp), Jva € 6(r', fp).v1 # vo
(iget(rq,rs, field) :: stmt, fp, &, &, 1) — (stmt, fp, 6 U [(ra, fp) — 6(a)], &, )
where ¢ (rs, fp) o and o.field = a
(iput(ry,rs, field) :: stmt, fp, &, &, 1) — (stmt, fp, & U [a — &(ry, fp)], &, ©)
where 6(r, fp) 3 0 and o.field = a
(invoke—direct(ro, ..., n,id) 2 stmt, fp, 6, i, t) — (M(id), f}?/ 5! fnk(stﬁ%t,ﬁ,d,{),f')

~/

where 6" = 6’ LI [(0, fp ) = U(Toaﬁ)): cee (mfbl) = U(Tnvﬁ))]
L

6" =6 Ulag — R
fo' = alloc(<)

a, = allock(S)
# = tick(f)
(invoke-virtual(rg,...,rn,id) = stmt, fp, 6, &, ) — (V(id, v),f})/, 6" fk(stmt, fp, i), ') if v € 6(ro, fp)
where 6" = 6’ U [(0,/p') = (10, fp), -, (n.fp') = o (v, fp)]

6 =6 U Jan — &)
fo' = alloc(¢)

Gy, = allock (<)
i = tick({)
(unop(rg,rs) :: stmt, fp, &, R) —> <stﬁzt,f}),€r L [(rd,ﬁo) — 0], k)
where v € d(unop, o(rs, fp))
(binop(ra,r1,12) i stmt, fp, o, K) +— (stmt, fp, & U [(ra, fp) ~— v], &)
where v € 8(binop, &(r1,fp),6(r2, fp))
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A fatal exception BE has occurred at 8828:CAB11E36 in UXD UMM(B1) +
BBB1BE36. The current application will be terminated.

» Press any key to terminate the current application.
#» Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _
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